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Rush to Use Generative AI Pushes
Companies to Get Data in Order

Data management is under the spotlight again as companies seek to
out-innovate competitors with large language models

By Belle Lin Follow
June 8, 2023 7:.00 am ET
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Corporate technology chiefs are under pressure to ensure companies’ data is stored, filtered, and
protected for use with Al. PHOTO: I-HWA CHENG/BLOOMBERG NEWS



Barriers to Preventing Organizations From Delivering More Value \S\
From Data, Analytics, and Al

Q11: Please rank all barriers preventing you from delivering more value from data, analytics, and
Al, where 1 is the biggest/most present barrier (Mote: Other (n=41) not shown):

% Ranking Each ‘Rank I - Biggest/Most Present Barrier,' ‘Rank 2," or ‘Rank 3

53% 26% 40% 44%
58% 53% 43% 43%

Lack of quality data Inability to quickly Lack of visibility and Lack of data talent
or ability to easily operationalize and control of data, or data-literate
access the right data iterate on data, analytics, and Al workforce
analytics, and Al proiects across the
projects organization
Years:

3809 22% 340
2023
35% 28% 28%
Infrastructure that is Cost Lack of a clear 2[}24

too complex business case

[Dataiku: Al, Today (400 respondents —2024)]



Lack of quality data
or ability to easily
access the right data
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What are the top reasons preventing your company from moving faster with generative Al?

Company tech platform not ready for
generative Al

Lack of in-house expertise or resources

Company data not ready for generative Al

Unproven investment returns of generative Al

Lack of executive support

Concerns with intellectual property

Quality and accuracy concerns (j.e.,
hallucinations)

Uncertainty around regulation or regulatory
issues

Lack of understanding of use cases

Data security and privacy concerns

-
— B
-

B Organizational readiness
B Investment returns/output quality

B Risk and legal concerns

Percentage-point change between October 2023 and February 2024

Sources: Bain Generative Al Surveys, October 2023 (N=198) and February 2024 (N=200)
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Data Readiness for Generative Al

B Tech I Nontech

Data readiness for generative Al

Structured and unstructured data are centralized, quality controlled and readily
available

Structured and unstructured data are available, but both need to be quality
controlled and centralized

Structured data is readily available, unstructured data takes some time to collect,
process and check quality

Structured and unstructured data can be made available, but doing so requires
significant effort and enhancements

Structured and unstructured data are not readily available.

Source: Bain Generative Artificial Intelligence Survey, February 2024 (N=200)



Structured data is readily available, unstructured data takes some time to collect,

process and check quality
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e Do we have the needed data?
e Which type of data?
0 Can we trust the data?

e Is the data sensitive?

v

0 Which data do we need to make Al work?

e Can we access the data?
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e Do we have the needed data?
e Which type of data?
° Can we trust the data?

a Is the data sensitive?

v

° Which data do we need to make Al work?

e Can we access the data?



9 Which Type of Data?
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a Can we Trust the Data?
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a Can we Trust the Data?
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6 Is the Data Sensitive?

Private Personal
data data

Defined and governed
by data protection
and regulation

[Fortis DPC]


https://fortis-dpc.com/gdpr/personal-data-and-sensitive-data/

6 Is the Data Sensitive?

Public data is
freely available
& accessible to

anyone.

Private data is
more valuable
than public data
but needs minimal
security.
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INTERNAL

Iinternal data
pertains directly to
the company & has
restricted access.

Confidential data,
limited access,
requires special
authorization.

CONFIDENTIAL

RESTRICTED

The highest
classification
includes extremely
sensitive information.


https://www.ignyteplatform.com/blog/nist/data-classification-nist-levels/

6 Is the Data Sensitive?

If you can’t put your data on n

Don’t put it on @ as well
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0 Which data do we need to make Al work?

e Do we have the needed data?

e Can we access the data?
e Which type of data?

0 Can we trust the data?

e Is the data sensitive?



Exercise: Apply this model to Your Case
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